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U.S. Department of Health and Human Services (HHS)
Federal Risk and Authorization Management Program (FedRAMP) Agency Authorization to Operate (ATO) 
Cloud Service Provider (CSP)
Initiation Request Form

	CSP Organization and System Details

	CSP Name:
	Click here to enter text.

	CSP Service Name for Proposed FedRAMP Authorization:
	Click here to enter text.

	System Name (if different):
	Click here to enter text.

	Cloud Service Model: [Software as a Service, Infrastructure as a Service, Platform as a Service]
	 Click here to enter text.

	Cloud Deployment Model: [Public, Private, Hybrid, Community]
	Click here to enter text.

	FIPS-199 Categorization for Proposed FedRAMP Authorization: [E.g. Low Impact Level, Moderate Impact Level]
	Click here to enter text.

	Please provide a brief description of the service provided by the system:
	Click here to enter text.

	CSP Website:
	Click here to enter text.

	CSP Primary Point of Contact

	First Name:
	

	Last Name:
	

	Title:
	

	Office Phone Number:
	

	Mobile Phone Number:
	

	E-mail Address:
	

	CSP Secondary Point of Contact

	First Name:
	Click here to enter text.

	Last Name:
	Click here to enter text.

	Title:
	Click here to enter text.

	Office Phone Number:
	Click here to enter text.

	Mobile Phone Number:
	Click here to enter text.

	E-mail Address:
	Click here to enter text.

	HHS System Owner (if applicable)

	Operating Division (OpDiv)/Staff Division (StaffDiv):
	Click here to enter text.

	First Name:
	Click here to enter text.

	Last Name:
	Click here to enter text.

	Title:
	Click here to enter text.

	Office Phone Number:
	Click here to enter text.

	Mobile Phone Number:
	Click here to enter text.

	E-mail Address:
	Click here to enter text.

	Has the system described above received an ATO from an agency or through a multi-agency contract vehicle?

	System Previously Authorized? [Yes/No]
	No

	If “Yes”, please provide the date, agency that granted the ATO, and the corresponding expiration date.
	

	Previous FIPS-199 Categorization: [E.g. Low Impact Level, Moderate Impact Level]
	Choose an item.

	Was a FedRAMP accredited Third Party Assessment Organization (3PAO) used during the process in which the CSP previously received an ATO or Provisional Authorization?

	Was a FedRAMP Accredited 3PAO Assessor used? [Yes/No]
	Choose an item.

	If “Yes”, please provide the 3PAO Name and Contact Information.
	Click here to enter text.

	Will the same 3PAO be used for the upcoming FedRAMP process? [Yes/No]
	Choose an item.

	If “No”, please provide the new 3PAO Name and Contact Information.
	Click here to enter text.







In addition to the above CSP baseline information, please fill out the checklist below to the best of your knowledge prior to submitting this completed form to HHS for review.
 
	FedRAMP Preparation Checklist[footnoteRef:1] ☐ or ☒ [1:  Information for the checklist was, in part, derived from the checklist defined in Section 3.1 of the FedRAMP provided: Guide to Understanding FedRAMP, Version1.2 dated April 22, 2013 available via http://www.Fedramp.gov
] 


	Yes
	No
	N/A
	Requirement ☒

	☐
	☐
	☐
	Ability to process electronic discovery and litigation holds

	☐
	☐
	☐
	Clear definition of the expected accreditation boundaries with an accompanying narrative and network diagram that details all necessary infrastructure, components, and services

	☐
	☐
	☐
	Boundary protections with logical and physical isolation of assets

	☐
	☐
	☐
	Ability to identify customer responsibilities and what they must do to implement controls

	☐
	☐
	☐
	Inventory and configuration build standards for all devices

	☐
	☐
	☐
	Use of FIPS 140-2 validated encryption for data at rest and in transit

	☐
	☐
	☐
	Use of multifactor authentication, as prescribed by the moderate FIPS 199 baseline

	☐
	☐
	☐
	Identification and two-factor authentication for:
a) Network access to privileged accounts
b) Network access to non-privileged accounts
c) Local access to privileged accounts

	☐
	☐
	☐
	Full adherence to the FedRAMP security documentation requirements and templates, to include implementation descriptions of all security controls at the appropriate level

	☐
	☐
	☐
	Searchable SSP and other documentation representative of an in-place, implemented system with all component plans and artifacts (PIA, COOP, etc.)

	☐
	☐
	☐
	Full, operational information system redundancy and backup

	☐
	☐
	☐
	Safeguards to prevent unauthorized information transfer via shared resources

	☐
	☐
	☐
	Engagement of an accredited 3PAO and a clear testing methodology defined

	☐
	☐
	☐
	Restricted access to government information to U.S. personnel

	☐
	☐
	☐
	Ability to perform code analysis scans for code written in-house (non-COTS products)

	☐
	☐
	☐
	Ability to remediate high risk issues within 30 days, and medium risk issues within 90 days

	☐
	☐
	☐
	Ability to comply with Continuous Monitoring/Continuous Diagnostics and Mitigation (CDM) requirements as defined by FedRAMP and HHS

	☐
	☐
	☐
	Cryptographic safeguards preserve confidentiality and integrity of data at rest and during transmission

	☐
	☐
	☐
	Third-party, cloud-based services on which the system relies are FedRAMP authorized.

	☐
	☐
	☐
	Third-party, non-cloud-based services on which the system relies can be tested by the 3PAO

	☐
	☐
	☐
	Where applicable, services from other CSPs on which the system relies are verified to be within that CSP’s authorization boundary

	☐
	☐
	☐
	All system interconnections and the data that flows across those interconnections are clearly inventoried and documented in the SSP with a status on the interconnection security agreements associated with each

	
Comments: Click here to enter text.





	As the authorizing representative, I am formally requesting an HHS FedRAMP Agency Authorization to Operate for the cloud-based system described in the document. The organization has reviewed the FedRAMP security and process requirement documents as posted on FedRAMP.gov and agrees to adhere to the conditions of completing the FedRAMP security assessment process and maintaining a FedRAMP Agency authorization if it is granted as a result of this process. Furthermore, I attest that all statements made in this application are correct to the best of my knowledge and are made in good faith.

	Name:
	Click here to enter text.

	Signature:
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